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1 Introduction

This is the docoll rsync systems administrator's guide.

docoll rsync synchronises files from client computers to the server.

1.1 Related documentation
In descending order of likely usefulness to a new reader:

® "docoll system introduction"
"docoll directories and files"
"docoll server sysadmin guide"
"docoll upgrade guide"
RELEASE

2 Server

The docoll server must be a GNU/Linux system. The software was developed and tested on Debian Squeeze
but should work (possibly with minor adjustments) on any GNU/Linux system with rsync, logrotate nd
optionally samba installed. Early development and testing was done on Slackware 13.1 and CentOS 5.5.

2.1 Prerequisites

Software: rsync. Version 3.0.7 is known to work with docoll.

Access: root

2.2 Configuration

2.2.1 /etc/rsyncd.conf

Owner: root
Permissions: 644

Initial content (the modules are added later, one per client):

# Configuration file for rsync in daemon mode, /etc/rsyncd.conf
# Usage described in the rsyncd.conf man page

# Global parameters

#
pid file = /var/run/rsyncd.pid
log file = /var/log/rsyncd.log

timeout = 600

# Module parameters
#
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2.2.2 /etc/rsyncd.secrets
Owner: root

Permissions: 600

Initial content (the secrets are added later, one per client):

# rsync username:password file

2.2.3 Directories creation
For each docoll instance, changing <instance name> as required, for example to default:

dir=/srv/rsync/docoll/<instance name>; mkdir -p $dir && chown root:root $dir

2.2.4 Boot script

The boot script's name, directory and any symlinks are distro-dependent. Most distros come with an rsync
daemon boot script which may need to be enabled. In case no boot script is supplied, the boot script in 7
Appendix — rsync server boot script may be used.

2.2.5 Log rotation
File: /etc/logrotate.d/rsyncd

Ownerships: root:root

Permissions: 644

# logrotate configuration for rsync daemon
# Path must be harmonised with "log file" value in /etc/rsyncd.conf

/var/log/rsyncd.log {
maxage 183
missingok
monthly
rotate 6

}

Notes: "rotate 6" is chosen because errors may go unnoticed for more than 3 months (!) and the log is
relatively small anyway. In view of the size and for convenience, compression is not used.

2.3 Adding a client

On the rsync server, as root ...

2.3.1 letc/rsyncd.conf
Add a module for the client, changing the values in red as required.

Note: any lower case letters in the the computer (client) name must be changed to upper case.

client=PC-5

instance=default

echo "

[$client]

auth users = $client

incoming chmod = Du=rwx,Dg=rx,Do=rx,Fu=rw,Fg=r,Fo=r
path = /srv/rsync/docoll/$instance/$client
read only = false

secrets file = /etc/rsyncd.secrets
transfer logging = true

use chroot = false

" >> /etc/rsyncd.conf
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2.3.2 /etc/rsyncd.secrets
Add a line for the client, changing the values in red as required.

Note: any lower case letters in the the computer (client) name must be changed to upper case.

client=PC-5
password=password
echo "$client:$password" >> /etc/rsyncd.secrets

2.3.3 Isrvirsync/docoll/<instance name>/<client computer name>
If you are using only one instance of docoll on the server, use "default" for the <instance name>.

The group name to be used below varies between distros:

Distro Group

CentOS nobody

Debian nogroup

Slackware nobody or nogroup

Create a directory for the client computer, changing the values in red as required.

Note: any lower case letters in the the computer (client) name must be changed to upper case.

group=nogroup

instance=default

client=PC-5
dir=/srv/rsync/docoll/$instance/$client
mkdir -p $dir && chown root:$group $dir

2.3.4 Name resolution

If practicable, ensure that the server can resolve the client's IP address to a hostname, for example by
creating an entry for the client in /etc/hosts.

If this cannot be done for any reason (perhaps the client computer uses DHCP and dynamic DNS is not
implemented), the only impact on docoll rsync is to make the rsync server log messages list clients by IP
address rather than hostname.

2.3.5 Samba

Optionally, if user-driven restores are wanted, samba can be configured to make the synchronised files
available as SMB file systems.

Edit /etc/samba/smb.conf.source (may not exist), adding the client(s) as this sample.

Note: any lower case letters in the the computer (client) name must be changed to upper case.

[PC-5]
path = /srv/rsync/docoll/PC-5
public = yes

writable = no

Optionally test:

cd /etc/samba && testparm smb.conf.source

The following warnings are normal and can be ignored:

rlimit max: rlimit max (1024) below minimum Windows limit (16384)
WARNING: You have some share names that are longer than 12 characters.
These may not be accessible to some older clients.

(Eg. Windows9x, WindowsMe, and smbclient prior to Samba 3.0.)
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Create an updated Samba configuration file (it is written when Enter is pressed):

cd /etc/samba && testparm smb.conf.source > smb.conf

The new Samba configuration should become effective after not more than one minute.

2.4 Testing

1. Restart the rsync daemon using the boot script. If it is not already running, this will start it.

The boot script may be in the /etc/init.d/ directory and called either rsync or rsyncd — or it may be in
the /etc/rc.d/ directory and called rc.rsync or rc.rsyncd. For example, on Debian:

/etc/init.d/rsync restart

2. Check the rsync daemon status using the boot script, for example:
/etc/init.d/rsync status

3. Check /var/log/rsyncd.log for the daemon startup message. It should look something like:
rsync.log:2011/12/22 14:34:58 [1598] rsyncd version 3.0.7 starting, listening on port 873

4. Ensure the server lists its modules:

rsync rsync://localhost

5. logrotate testing must wait for a month!

3 GNU/Linux clients

This section describes setting up a GNU/Linux system as an rsync client. It is intended for the docoll system
but could be used generally.

The content has been tested on Debian Squeeze, Slackware64 13.1 and Ubuntu 10.04 Lucid.

3.1 What you need

e rsync. Version 3.0.7 is known to work.
e docoll gnulinux rsync_client-0.7.6.tgz.
e root logon.

e A password. It must match the password configured in the server's rsyncd.secrets file for the client.

3.2 Installation

3.2.1 Verifying the download

Optionally, to confirm a good download, download the corresponding .sig file then receive/import Charles'
key and verify the file:

gpg --recv-key --keyserver wwwkeys.us.pgp.net/ 7E99EE15
gpg --verify docoll_gnulinux_rsync_client-0.7.6.tgz.sig \
docoll_gnulinux_rsync_client-0.7.6.tgz
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3.2.2 Extracting the tarball
Asroot ...

Change directory to wherever docoll gnulinux_client-0.7.6.tgz is and:

tar xvzf docoll_gnulinux_rsync_client-0.7.6.tgz --directory /

The expected output is:

usr/local/docoll/0.7.6/AUTHORS
usr/local/docoll/0.7.6/LICENCE
usr/local/docoll/0.7.6/RELEASE
usr/local/docoll/0.7.6/bin/rsync_client.sh
usr/local/docoll/0.7.6/samples/ISC.crontab
usr/local/docoll/0.7.6/samples/dcron.crontab
usr/local/docoll/0.7.6/samples/exclude from
usr/local/docoll/0.7.6/samples/files from
usr/local/docoll/0.7.6/samples/rsync_client.cfg

3.2.3 Creating directories
Asroot ...

mkdir -p /etc/opt/docoll/rsync_client /var/log/docoll/rsync_client/
chown docoll:docoll /etc/opt/docoll/rsync_client

3.3 Configuration

As docoll ...

Copy the sample config files:

cp /usr/local/docoll/0.7.6/samples/{exclude_from,files_from,rsync_client.cfg} \
/etc/opt/docoll/rsync_client

3.3.1 Editing rsync_client.cfg

Change the password and server ID. The password must match the password configured in the server's
rsync.secrets file for the client.

If you want to exclude some sub-directories of directories listed in the files from file from synchronisation,
uncomment the exclude-from line.

3.3.2 Editing files_from
Edit the file to have a line for each directory you want to synchronise.

3.3.3 Editing exclude_from

Edit the file to have a line for each sub-directory of directories defined in the files from file that you want to
exclude from synchronisation.

3.3.4 Firewall configuration
rsync requires a TCP connection to port 873 on the server.

3.3.5 cron job

Determine whether the system uses Vixie a.k.a ISC cron or Dillon a.k.a. dcron cron. If man pages are
installed, an easy way is to look at the bottom of the cron (or crond, depending on the distro) man page.

As root ...

Copy the appropriate sample crontab (ISC.crontab or dcron.crontab) to /etc/cron.d and ensure it is owned by
root and only writeable by root:
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f=/etc/cron.d/docoll_rsync_client; \
cp -p /usr/local/docoll/0.7.6/samples/dcron.crontab $f \
&& chown root $f && chmod 644 $f

Edit /etc/cron.d/docoll_rsync_client, changing the sample synchronisation time. If you want to test now, set
the time a few minutes in the future. Otherwise set the time(s) to suit local usage and to avoid many systems
synchronising at the same time.

Warning: dcron checks /etc/cron.d/ for new files every hour. This can be worked around by restarting the
cron daemon.

3.4 Testing

Allow the cron job to run. If you set it to run at boot, reboot.

Check the local /var/log/docoll/rsync_client/rsync_client.sh.<timestamp>.log. If that looks OK, on the rsync
server, check:

e the /srv/rsync/docoll/<module name>/ tree.
e the /var/log/rsync.log file.

If you set the cron job time specifically for testing, change it as required.

4 Windows clients

This section describes setting up a Windows system as an rsync client. It is intended for the docoll system
but could be used generally.

4.1 What you need

e Either docoll windows_client-0.7.6.zip or docoll windows_client_all-0.7.6.zip.

docoll windows_client_all-0.7.6.zip includes this document and cwRsync 4.0.5 Installer.zip, the
last free version of cwRsync. cwRsync was FOSS until 21 November 2011 when ITeF!x made in non-
free. At that time version 4.2.0 was the latest release, released on 28 September 2001.

e Windows XP only: .zip unpacker such as WinZIP or WinRAR.

e Logon as a member of the Administrator's group.

e A password. It must match the password configured in the server's rsyncd.secrets file for the client.

4.2 Installation

4.2.1 Verifying the download

Optionally, to confirm a good download (requires Gpg4win), download the corresponding .sig file then
receive/import Charles' key and verify the file:

gpg --recv-key --keyserver wwwkeys.us.pgp.net/ 7E99EE15
gpg --verify docoll_windows_client-0.7.6.zip.sig docoll_windows_client-0.7.6.zip

or

gpg --verify docoll_windows_client_all-0.7.6.zip.sig docoll_windows_client_all-0.7.6.zip
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4.2.2 Unzipping the download

Download unlf using docoll windows_client_all-0.7.6.zip, extract docoll windows_client-0.7.6.zip and

cwRsync 4.0.5 Installer.zip.

423
1.

2.

Installing cwRsync
Ideally as Administrator (easiest) but otherwise as a member of the Administrators group ...

Disable any security software that checks file execution and creation.

Open cwRsync_4.0.5 Installer.zip (or a later version of your choice) and run the .exe

a) Deselect the secure channel wrapper.

E cwiisync 4.0.5 Setup [Z”E|E|

Chooze Components
Choose which Features of cwRsync 4.0.5 vou wank ko install, g

Check the components you want to install and uncheck the components wou don't wank to
install. Click Me:xt to conkinue,

Select components ba install: cwRsyne Client Leaieten

Secure Channel

Wt ap|

pEr

Space required: 6,6MB

[ < Back ” Mext = ] [ Cancel

b) Make a note of the destination directory and accept it.

fe=d cwRsync 4.0.5 Setup E”E”Xl

Choose Install Location
Choose the Folder in which toinstall cwRswnc 4.0.5. g

Setup will install cwRsync 4,05 in the Following Folder, To install in a different Folder, click
Browse and select another Folder. Click Install ko start the installation.

Destination Folder

_:\Program FileshowRsyng | Browse, .,

Space required: 5.6/ME
Space available; 25.6GE

[ « Barck “ Install l [ Cancel
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4. Enable any security software that was disabled in step 2.

4.2.4 Installing docoll rsync client

Extract the contents of docoll_windows_client-0.7.6.zip into the same folder that cwRsync was installed
into.

4.3 Configuration

The rsync server needs to be configured for each client as described in 2.3 Adding a client above.
Copy the sample configuration files from the cwRsync\docoll\samples folder to the cwRsync\docoll\conf
folder.

4.3.1 Overview

The main configuration file is docoll cwrsync.ini. It has a global section and a section for each drive to be
synchronised.

Each drive (C:, D: etc.) to be synchronised requires a file listing which folders are to be synchronised and,
optionally a file listing the sub-folders to be excluded.

For the C: drive these are normally:

File name Purpose Required/optional
C files from.txt Lists folder(s) to be synchronised Required
Lists sub-folder(s) of the folder(s) listed in
C_exclude from.txt C files from.txt to be excluded from the Optional
synchronisation

Notes:

1. Similarly named files are required for any further drives. If synchronising files from the D drive, for
example, D_files from.txt would be required and optionally D_include from.txt.

4.3.2 Editing docoll_cwrsync.ini
Notes:

1. Two configuration values must be changed: Server-ID and Password.
2. For each drive other than C that is to be synchronised, add a new [<drive letter>] section.

3. Ifno files are to be synchronised from the C drive, delete or comment out the sample C drive section.

4.3.3 Editing *_files_from.txt
Required.

Normally called C_files from.txt, D_files from.txt etc.
One line for each folder to be synchronised.

Warning "/" characters must be used as directory separators, not the "\" characters conventional in
Windows.

The format of this file is described in the rsync documentation in the - - files-from option section.

4.3.4 Editing *_exclude_from.txt
Optional.
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Normally called C_exclude from.txt, D exclude from.txt etc.
One line for each folder or file to be excluded from the synchronisation.

Warning "/" characters must be used as directory separators, not the "\" characters conventional in
Windows.

Warning If a folder is to be excluded, the line must end in / as shown in the sample.

4.3.5 Configuration testing
The docoll_cwrsync.ini file may be tested at a command prompt using the /V (verify) switch:

C:\Program Files\cwRsync\docoll>docoll_cwrsync.vbs /V

4.4 Firewall configuration

Details are firewall-specific. The system requires a TCP "stream" to port 873 on the remote host.

4.5 Scheduled Task configuration

4.5.1 Windows XP

If Control Panel is in standard view: Control Panel — Performance & Maintenance — Scheduled Tasks —
Add Scheduled Task.

If Control Panel is in classic view: Control Panel — Scheduled Tasks — Add Scheduled Task.

—

Browse to "C:\Program Files\cwRsync\docoll cwrsync.vbs" and click Open.
Select "When my computer starts" or some other time, as required.

Next

User name: SYSTEM.

Next

Tick "Open advanced properties ..."

Finish

Change the Run field to: CScript //NoLogo "C:\Program Files\cwRsync\docoll\docoll cwrsync.vbs"
. Apply

10. OK (in the "Set Account Information" window; do not enter a password).

11. OK

4.5.2 Windows Vista
TODO: populate this section.

00N U R W
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4.5.3 Windows 7

1.

Administrative Tools — Task Scheduler — Actions — Create Task.
(5) Task Scheduler =0 Eol =<1

%) Task Scheduler (Local) | Task Scheduler Summary (Last refreshed: 08-02-2012 14:21:12) Actions
1> [ Task Scheduler Library

» | Task Scheduler {Local) -

‘ Overview of Task Scheduler - |

Connect to Another Computer...
-

" You can use Task Scheduler to create and g Create Basic Task...

' manage common tasks that your computer
will carry out automatically at the times you Create Task...

specify. To begin, click a command in the

* Import Task...
Action menu.
i Display All Running Tasks
Tacke ara ctarad in faldzre in the Tack S i
% Enable Al Tasks Histary

Task Status N

AT Service Account Configuration

Status of tasks that have s.. |Last 24 hours - View b

Surmmary: 0 total - 0 running, 0 succeeded, 0 stopped, ... |G Refresh

ﬂ Help

Task Name Run Result  Rur

< n |

Last refreshed at 08-02-2012 14:21:12

2.

(L) Create Task E

General |Tligge:s | Actions ! Conditions | Se‘.‘ti.ngs|

Mame: docoll_owrsync
Location: \
Author: CWEVWT -4 Administrator
Description:
Security options

use the following user account:

Change User or Group...

@ Run only when user is logged on
Run whether user is logged on or not
Do not store password, The task will only have access to local computer resources,

[7] Run with highest privileges

. "
Windows® 7, Windows Server™ 2008 R2 ) -

[] Hidden Configure fol

Name: docoll_cwrsync
Change User or Group — Advanced
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"Find now" then select SYSTEM.
Configure for: Windows 7, Windows Server 2008 R2.

3.
(L) Create Task

General | Triggers |Action5| Conditions | Settings|

When you create a task, you can specify the conditions that will trigger the task.

Trigger Details Status
‘ At startup ’ At system startup Enabled

New.. | | Edit. || Delete

OK I [ Cancel

Triggers — New
Begin the task at: Startup (or when required to suit local conditions).
OK.
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4.

(L) Create Task @
General | Triggers | Actions | Conditions | Settings|

When you create a task, you must specify the action that will cccur when your task starts,

Action Details

Start a program CScript //MoLego "CA\Program Files\cwRsync\docell\docoll_cwrsync.vbs'

] m P

New.. || Edit. || Delete
OK I \ Cancel

Actions — New
Action: Start a program
Program/script: CScript
Add arguments:
32-bit systems: //NoLogo "C:\Program Files\cwRsync\docoll\docoll cwrsync.vbs"
64-bit systems: /NoLogo "C:\Program Files (x86)\cwRsync\docoll\docoll cwrsync.vbs"
OK

4.6 Testing

Run the scheduled task, for example by restarting Windows, and check the logs in the cwrsync/docoll/logs
folder.

If rsync is still writing to the rsync.<timestamp>.log.rtf file, WordPad will not open it; it can be inspected by
making a copy and opening the copy.

If those logs look OK, on the rsync server, check:
e The /srv/rsync/docoll/<instance name>/<client computer name>/ tree.

e The /var/log/rsyncd.log file.
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5 Routine monitoring

On the server, check the rsync log file, /var/logs/rsync.log and the syslog files.
On Windows clients, check the logs in the cwrsync/docoll/logs folder.
On GNU/Linux clients, check the local /var/opt/rsync_script/log/rsync.sh.<timestamp>.log.

6 Troubleshooting

6.1 Error messages

"chdir failed". The /srv/rsync/docoll/<instance name>/<client name> directory does not exist, is spelled
incorrectly or does not have the necessary permissions.

The page listed in 6.5 Online resources below lists common rsync error messages and their likely causes.

6.2 Server

Check the rsync log file, /var/logs/rsync.log and the syslog files.

6.3 Windows clients
The log files, docoll cwrsync.<timestamp>.log and rsync.<timestamp>.log.rtf, may solve the problem.

If the logs do not solve the problem ...

6.3.1 Running with debugging
Change the Scheduled Task "Run" field, adding the /D debug switch ...

CScript //NoLogo "C:\Program Files\cwRsync\docoll cwrsync.vbs" /D
... and run the task, for example by restarting Windows.
If the debug information in docoll cwrsync.<timestamp>.log did not solve the problem ...

Create this debugging script, "C:\Program Files\cwRsync\docoll\docoll cwrsync.cmd". On 64-bit systems,
change "Program Files" to "Program Files (x86)". Beware of line breaks; there are only three lines.

@echo off

echo %date% %time% %username% >> C:\docoll cwrsync.log

%sComSpec% /c CScript //NoLogo "C:\Program Files\cwRsync\docoll\docoll cwrsync.vbs" /D >>
C:\docoll cwrsync.log 2>&1

Then change the Scheduled Task to ...
"C:\Program Files\cwRsync\docoll cwrsync.cmd"

... and run the task, for example by restarting Windows. docoll cwrsync.vbs will hang but there may be
some useful clues in C:\docoll cwrsync.log.

If C:\docoll cwrsync.log did not solve the problem ...

6.3.2 Running at the command prompt
Run docoll cwrsync.cmd from a command prompt:

C:\Program Files\cwRsync\docoll>docoll_cwrsync.cmd
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If that doesn't solve the problem, a developer's help is required.

6.4 GNU/Linux clients

6.4.1 No /var/opt/rsync_script/log/rsync.sh.<timestamp>.log log
Check root's mail for error messages from cron.

Try running /opt/rsync_script/rsync.sh manually, details below.

6.4.2 Run /opt/rsync_script/rsync.sh manually
Must be done as root.

When running /opt/rsync_script/rsync.sh manually it may produce more output on the terminal than is
convenient. In this case use export SET HAVE TTY FALSE=true to redirect it to the log file. This can be
cancelled by unset SET HAVE TTY FALSE

6.4.3 Increasing rsync's verbosity

For more information about what rsync is doing, increase rsync's verbosity using the verbosity setting in
/etc/opt/rsync_script/rsync.conf. This results in duplicated messages from rsync on screen or in the log, but
you can't have too much of a good thing, eh?

6.5 Online resources

+  ISYNC error messages: http:/steven-linux javaeye.com/blog/688243 and
http://www.rollingr.net/wordpress/2007/05/01/installing-and-running-rsync/4/

« rsync mailing list archive: http:/lists.samba.org/archive/rsync
+  TSync man pages: http:/rsync.samba.org/ftp/rsync/rsyncd.conf.html and http://rsync.samba.org/ftp/rsync/rsync.html

7 Appendix — rsync server boot script

This script does more status reporting than most.
Owner: root

Permissions: 544
#!1/bin/bash

# Configure shell
#
export PATH=/usr/bin:/bin

set -o nounset

unalias -a

unset IFS # Simple way to ensure bash works as if IFS is default

# Configuration variables
#
PID file=/var/run/rsyncd.pid

start_command='/usr/bin/rsync --daemon --config=/etc/rsyncd.conf’

# Functions

function get pids {
# An rsync server has a master/daemon process that spawns a worker process
# for each connection.
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}

# The master's PID is normally in the PID file and, being a daemon, it has a PPID of 1.

# The per-connection workers' PPIDs are the master's PID.
# Subsequent workers' PPID(s) are earlier workers' PID(s).
# If the master is killed the per-connection processes become daemons.

local array pid ppid

# Use the PID file
master pid=
if [[ -f $PID file ]]; then
master pid=$( < $PID file )
if [[ $master pid =~ ~[0-9]+$ 1]; then
if ! ps -p $master pid >/dev/null 2>&1 ; then
echo "Removing stale $PID file"
rm -f "$PID file"
master pid=
fi
else
echo -e "Invalid $PID file contents:\n$pid\nRemoving $PID file" >&2
rm -f "$PID file"
master pid=
fi
fi
# Use ps output
worker pids=
while read line
do
if [[ $line =~ $start command$ 1]; then
array=( $line ); pid=${array[0]}; ppid=${array[1]};
if [[ $ppid = 1 ]]1; then

if [[ $master pid = '' 11; then
master pid=$pid
else
[[ $pid !'= $master pid ]] && echo "Another rsync daemon found, PID
fi
else

worker pids+=" $pid"
fi
fi

done <<< "$( PS PERSONALITY=linux ps -C rsync --no-headers -o pid,ppid,args )"

function start {

}

get pids

if [[ $master pid != '"' 1]; then
echo 'rsync daemon is already running'
return

fi

echo "Starting rsync daemon ..."
$start _command

function status {

}

get pids

[[ $master pid = '' ]] && msg part=' not' || msg part=

echo "rsync daemon is$msg part running"

[[ ${#worker pids} -gt 0 ]] && echo "rsync worker process(es):$worker pids"

function stop {

get pids

if [[ $master pid = '' 11; then
echo 'rsync daemon is not running'
return

fi

echo "Stopping rsync daemon ..."
kill $master pid
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sleep 0.5

get pids

[[ ${#worker pids} -gt 0 ]] && echo "rsync worker process(es):$worker pids"
}

# Main sequence

case "$1" in
start)
start
status)
status
stop)
stop
restart)
stop

sleep 1
start
*)”
echo "Usage: $0 start|stop|restart"
esac

8 Appendix — GNU Free Documentation License

Version 1.3, 3 November 2008
Copyright © 2000, 2001, 2002, 2007, 2008 Free Software Foundation, Inc. <http://fsf.org/>

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not
allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional and useful document "free" in
the sense of freedom: to assure everyone the effective freedom to copy and redistribute it, with or without
modifying it, either commercially or noncommercially. Secondarily, this License preserves for the author
and publisher a way to get credit for their work, while not being considered responsible for modifications
made by others.

This License is a kind of "copyleft", which means that derivative works of the document must themselves be
free in the same sense. It complements the GNU General Public License, which is a copyleft license
designed for free software.

We have designed this License in order to use it for manuals for free software, because free software needs
free documentation: a free program should come with manuals providing the same freedoms that the
software does. But this License is not limited to software manuals; it can be used for any textual work,
regardless of subject matter or whether it is published as a printed book. We recommend this License
principally for works whose purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains a notice placed by the
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copyright holder saying it can be distributed under the terms of this License. Such a notice grants a world-
wide, royalty-free license, unlimited in duration, to use that work under the conditions stated herein. The
"Document", below, refers to any such manual or work. Any member of the public is a licensee, and is
addressed as "you". You accept the license if you copy, modify or distribute the work in a way requiring
permission under copyright law.

A "Modified Version" of the Document means any work containing the Document or a portion of it, either
copied verbatim, or with modifications and/or translated into another language.

A "Secondary Section" is a named appendix or a front-matter section of the Document that deals exclusively
with the relationship of the publishers or authors of the Document to the Document's overall subject (or to
related matters) and contains nothing that could fall directly within that overall subject. (Thus, if the
Document is in part a textbook of mathematics, a Secondary Section may not explain any mathematics.) The
relationship could be a matter of historical connection with the subject or with related matters, or of legal,
commercial, philosophical, ethical or political position regarding them.

The "Invariant Sections" are certain Secondary Sections whose titles are designated, as being those of
Invariant Sections, in the notice that says that the Document is released under this License. If a section does
not fit the above definition of Secondary then it is not allowed to be designated as Invariant. The Document
may contain zero Invariant Sections. If the Document does not identify any Invariant Sections then there are
none.

The "Cover Texts" are certain short passages of text that are listed, as Front-Cover Texts or Back-Cover
Texts, in the notice that says that the Document is released under this License. A Front-Cover Text may be
at most 5 words, and a Back-Cover Text may be at most 25 words.

A "Transparent" copy of the Document means a machine-readable copy, represented in a format whose
specification is available to the general public, that is suitable for revising the document straightforwardly
with generic text editors or (for images composed of pixels) generic paint programs or (for drawings) some
widely available drawing editor, and that is suitable for input to text formatters or for automatic translation
to a variety of formats suitable for input to text formatters. A copy made in an otherwise Transparent file
format whose markup, or absence of markup, has been arranged to thwart or discourage subsequent
modification by readers is not Transparent. An image format is not Transparent if used for any substantial
amount of text. A copy that is not "Transparent" is called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without markup, Texinfo input
format, LaTeX input format, SGML or XML using a publicly available DTD, and standard-conforming
simple HTML, PostScript or PDF designed for human modification. Examples of transparent image formats
include PNG, XCF and JPG. Opaque formats include proprietary formats that can be read and edited only by
proprietary word processors, SGML or XML for which the DTD and/or processing tools are not generally
available, and the machine-generated HTML, PostScript or PDF produced by some word processors for
output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such following pages as are needed to
hold, legibly, the material this License requires to appear in the title page. For works in formats which do not
have any title page as such, "Title Page" means the text near the most prominent appearance of the work's
title, preceding the beginning of the body of the text.

The "publisher" means any person or entity that distributes copies of the Document to the public.

A section "Entitled XYZ" means a named subunit of the Document whose title either is precisely XYZ or
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contains XYZ in parentheses following text that translates XYZ in another language. (Here XYZ stands for
a specific section name mentioned below, such as "Acknowledgements", "Dedications", "Endorsements", or
"History".) To "Preserve the Title" of such a section when you modify the Document means that it remains a
section "Entitled XYZ" according to this definition.

The Document may include Warranty Disclaimers next to the notice which states that this License applies to
the Document. These Warranty Disclaimers are considered to be included by reference in this License, but
only as regards disclaiming warranties: any other implication that these Warranty Disclaimers may have is
void and has no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially or noncommercially,
provided that this License, the copyright notices, and the license notice saying this License applies to the
Document are reproduced in all copies, and that you add no other conditions whatsoever to those of this
License. You may not use technical measures to obstruct or control the reading or further copying of the
copies you make or distribute. However, you may accept compensation in exchange for copies. If you
distribute a large enough number of copies you must also follow the conditions in section 3.

You may also lend copies, under the same conditions stated above, and you may publicly display copies.
3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed covers) of the Document,
numbering more than 100, and the Document's license notice requires Cover Texts, you must enclose the
copies in covers that carry, clearly and legibly, all these Cover Texts: Front-Cover Texts on the front cover,
and Back-Cover Texts on the back cover. Both covers must also clearly and legibly identify you as the
publisher of these copies. The front cover must present the full title with all words of the title equally
prominent and visible. You may add other material on the covers in addition. Copying with changes limited
to the covers, as long as they preserve the title of the Document and satisfy these conditions, can be treated
as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put the first ones listed (as
many as fit reasonably) on the actual cover, and continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more than 100, you must either
include a machine-readable Transparent copy along with each Opaque copy, or state in or with each Opaque
copy a computer-network location from which the general network-using public has access to download
using public-standard network protocols a complete Transparent copy of the Document, free of added
material. If you use the latter option, you must take reasonably prudent steps, when you begin distribution of
Opaque copies in quantity, to ensure that this Transparent copy will remain thus accessible at the stated
location until at least one year after the last time you distribute an Opaque copy (directly or through your
agents or retailers) of that edition to the public.

It is requested, but not required, that you contact the authors of the Document well before redistributing any
large number of copies, to give them a chance to provide you with an updated version of the Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the conditions of sections 2 and 3
above, provided that you release the Modified Version under precisely this License, with the Modified

Page 18



Version filling the role of the Document, thus licensing distribution and modification of the Modified
Version to whoever possesses a copy of it. In addition, you must do these things in the Modified Version:

* A. Use in the Title Page (and on the covers, if any) a title distinct from that of the Document, and from
those of previous versions (which should, if there were any, be listed in the History section of the
Document). You may use the same title as a previous version if the original publisher of that version gives
permission.

* B. List on the Title Page, as authors, one or more persons or entities responsible for authorship of the
modifications in the Modified Version, together with at least five of the principal authors of the Document
(all of its principal authors, if it has fewer than five), unless they release you from this requirement.

* C. State on the Title page the name of the publisher of the Modified Version, as the publisher.

* D. Preserve all the copyright notices of the Document.

* E. Add an appropriate copyright notice for your modifications adjacent to the other copyright notices.

* F. Include, immediately after the copyright notices, a license notice giving the public permission to use
the Modified Version under the terms of this License, in the form shown in the Addendum below.

* . Preserve in that license notice the full lists of Invariant Sections and required Cover Texts given in
the Document's license notice.

* H. Include an unaltered copy of this License.

* 1. Preserve the section Entitled "History", Preserve its Title, and add to it an item stating at least the title,
year, new authors, and publisher of the Modified Version as given on the Title Page. If there is no section
Entitled "History" in the Document, create one stating the title, year, authors, and publisher of the Document
as given on its Title Page, then add an item describing the Modified Version as stated in the previous
sentence.

* J. Preserve the network location, if any, given in the Document for public access to a Transparent copy
of the Document, and likewise the network locations given in the Document for previous versions it was
based on. These may be placed in the "History" section. You may omit a network location for a work that
was published at least four years before the Document itself, or if the original publisher of the version it
refers to gives permission.

* K. For any section Entitled "Acknowledgements" or "Dedications", Preserve the Title of the section,
and preserve in the section all the substance and tone of each of the contributor acknowledgements and/or
dedications given therein.

* L. Preserve all the Invariant Sections of the Document, unaltered in their text and in their titles. Section
numbers or the equivalent are not considered part of the section titles.

* M. Delete any section Entitled "Endorsements". Such a section may not be included in the Modified
Version.

* N. Do not retitle any existing section to be Entitled "Endorsements" or to conflict in title with any
Invariant Section.

* O. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that qualify as Secondary Sections
and contain no material copied from the Document, you may at your option designate some or all of these
sections as invariant. To do this, add their titles to the list of Invariant Sections in the Modified Version's
license notice. These titles must be distinct from any other section titles.

You may add a section Entitled "Endorsements", provided it contains nothing but endorsements of your
Modified Version by various parties—for example, statements of peer review or that the text has been
approved by an organization as the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage of up to 25 words as a
Back-Cover Text, to the end of the list of Cover Texts in the Modified Version. Only one passage of Front-
Cover Text and one of Back-Cover Text may be added by (or through arrangements made by) any one
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entity. If the Document already includes a cover text for the same cover, previously added by you or by
arrangement made by the same entity you are acting on behalf of, you may not add another; but you may
replace the old one, on explicit permission from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give permission to use their names
for publicity for or to assert or imply endorsement of any Modified Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this License, under the terms defined
in section 4 above for modified versions, provided that you include in the combination all of the Invariant
Sections of all of the original documents, unmodified, and list them all as Invariant Sections of your
combined work in its license notice, and that you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and multiple identical Invariant Sections
may be replaced with a single copy. If there are multiple Invariant Sections with the same name but different
contents, make the title of each such section unique by adding at the end of it, in parentheses, the name of
the original author or publisher of that section if known, or else a unique number. Make the same adjustment
to the section titles in the list of Invariant Sections in the license notice of the combined work.

In the combination, you must combine any sections Entitled "History" in the various original documents,
forming one section Entitled "History"; likewise combine any sections Entitled "Acknowledgements", and
any sections Entitled "Dedications". You must delete all sections Entitled "Endorsements".

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents released under this License,
and replace the individual copies of this License in the various documents with a single copy that is included
in the collection, provided that you follow the rules of this License for verbatim copying of each of the
documents in all other respects.

You may extract a single document from such a collection, and distribute it individually under this License,
provided you insert a copy of this License into the extracted document, and follow this License in all other
respects regarding verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and independent documents or works,
in or on a volume of a storage or distribution medium, is called an "aggregate" if the copyright resulting
from the compilation is not used to limit the legal rights of the compilation's users beyond what the
individual works permit. When the Document is included in an aggregate, this License does not apply to the
other works in the aggregate which are not themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the Document, then if the
Document is less than one half of the entire aggregate, the Document's Cover Texts may be placed on covers
that bracket the Document within the aggregate, or the electronic equivalent of covers if the Document is in
electronic form. Otherwise they must appear on printed covers that bracket the whole aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute translations of the Document under
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the terms of section 4. Replacing Invariant Sections with translations requires special permission from their
copyright holders, but you may include translations of some or all Invariant Sections in addition to the
original versions of these Invariant Sections. You may include a translation of this License, and all the
license notices in the Document, and any Warranty Disclaimers, provided that you also include the original
English version of this License and the original versions of those notices and disclaimers. In case of a
disagreement between the translation and the original version of this License or a notice or disclaimer, the
original version will prevail.

If a section in the Document is Entitled "Acknowledgements", "Dedications", or "History", the requirement
(section 4) to Preserve its Title (section 1) will typically require changing the actual title.

9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as expressly provided under this
License. Any attempt otherwise to copy, modify, sublicense, or distribute it is void, and will automatically
terminate your rights under this License.

However, if you cease all violation of this License, then your license from a particular copyright holder is
reinstated (a) provisionally, unless and until the copyright holder explicitly and finally terminates your
license, and (b) permanently, if the copyright holder fails to notify you of the violation by some reasonable
means prior to 60 days after the cessation.

Moreover, your license from a particular copyright holder is reinstated permanently if the copyright holder
notifies you of the violation by some reasonable means, this is the first time you have received notice of
violation of this License (for any work) from that copyright holder, and you cure the violation prior to 30
days after your receipt of the notice.

Termination of your rights under this section does not terminate the licenses of parties who have received
copies or rights from you under this License. If your rights have been terminated and not permanently
reinstated, receipt of a copy of some or all of the same material does not give you any rights to use it.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free Documentation License
from time to time. Such new versions will be similar in spirit to the present version, but may differ in detail
to address new problems or concerns. See http://www.gnu.org/copyleft/.

Each version of the License is given a distinguishing version number. If the Document specifies that a
particular numbered version of this License "or any later version" applies to it, you have the option of
following the terms and conditions either of that specified version or of any later version that has been
published (not as a draft) by the Free Software Foundation. If the Document does not specify a version
number of this License, you may choose any version ever published (not as a draft) by the Free Software
Foundation. If the Document specifies that a proxy can decide which future versions of this License can be
used, that proxy's public statement of acceptance of a version permanently authorizes you to choose that
version for the Document.

11. RELICENSING

"Massive Multiauthor Collaboration Site" (or "MMC Site") means any World Wide Web server that
publishes copyrightable works and also provides prominent facilities for anybody to edit those works. A
public wiki that anybody can edit is an example of such a server. A "Massive Multiauthor Collaboration" (or
"MMC") contained in the site means any set of copyrightable works thus published on the MMC site.
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"CC-BY-SA" means the Creative Commons Attribution-Share Alike 3.0 license published by Creative
Commons Corporation, a not-for-profit corporation with a principal place of business in San Francisco,
California, as well as future copyleft versions of that license published by that same organization.

"Incorporate" means to publish or republish a Document, in whole or in part, as part of another Document.

An MMC is "eligible for relicensing" if it is licensed under this License, and if all works that were first
published under this License somewhere other than this MMC, and subsequently incorporated in whole or in
part into the MMC, (1) had no cover texts or invariant sections, and (2) were thus incorporated prior to
November 1, 2008.

The operator of an MMC Site may republish an MMC contained in the site under CC-BY-SA on the same
site at any time before August 1, 2009, provided the MMC is eligible for relicensing.

Page 22



